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CVE ID 
CVE-2022-21742 


CVSS 

CVSS Basic Score: 2.5 

CVSS Vector: CVSS:3.1/AV:L/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:L/E:U/RL:O/RC:O/AR:L 
Severity Rating: Low 


Title 
Unprivileged user can access device, and may lead to system BSOD. 


Description 

Realtek has been notified of a potential vulnerability in the Driver for Windows, 
where an unprivileged user can access a device, which ma O’a’system BSOD. Realtek has 
released driver updates to mitigate this potential yul in/ fhe v10.04x driver and later. 


Check the Realtek Driver Download Site to obt 
also decided not to accept Windows Update req 
we suggest users take immediate action to 


tes te for your products. Realtek 
Wwhpacted versions of the driver, and 
ix system with the latest driver. 


Vulnerability Type 
Buffer Overflow (CWE-120) 


Affected Chipsets 
Realtek USB FE/1GbE/2.5GbE NIC Family 
Windows 10, 10.28~10.39/ Windows 8, 8.49~8.60/ Windows 7, 7.42~7.53 
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